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PostgreSQL Guvenlik Hardening

Production Veritabanlari icin Uctan Uca Guivenlik Sikilastirma Rehberi

Kimlik Dogrulama pg_hba.conf ([ENIKRITIKD

METOT DURUM ACIKLAMA

scram-sha-256 ONERILEN Challenge-response, tuzlu hash. Varsayilan
(PG14+).

cert ONERILEN istemci sertifikasi ile dogrulama (hostssl).

peer Lokal Unix socket — OS kullanici adi eslesmesi.

md5 ESKI Zayif hash, replay riski. PG18'de deprecated.

password YASAK Parola agda diiz metin olarak gider.

trust YASAK Parolasiz giris! Sadece izole localhost.

& GUVENLi PG_HBA.CONF

# TYPE DATABASE USER ADDRESS METHOD

Tlocal all postgres peer

Tlocal all all scram-sha-256
hostssl app_db app_user 10.0.1.0/24 scram-sha-256
hostssl all dba_team 10.0.9.0/28 cert

hostssl replication repl 10.0.2.11/32 scram-sha-256
hostnossl all all 0.0.0.0/0 reject

# KALDIR

< UYGULA & DOGRULA

-- Yeniden baslatmadan uygula
SELECT pg_reload_conf();

-- Kurallari ve hatalari kontrol et

SELECT line_number, type, database,
user_name, address, auth_method, error

FROM pg_hba_file_rules

ORDER BY line_number;

-- md5 hash'li kullanicilari bul
SELECT rolname FROM pg_authid
WHERE rolpassword LIKE 'md5%';

A A Dikkat: pg_hba.conf ilk eslesen satiri uygular — kisitlayici kurallari tste yaz.

Reload dncesi error kolonu bos olmali; aksi halde kural yiiklenmez.

Y3 Parola Politikasi F

PARAMETRE / OZELLIK ONERILEN

password_encryption
Yeni parolalarin hash algoritmasi (postgresql.conf).

scram-sha-256

passwordcheck Etkin
Zayf parolalari reddeder. shared_preload_libraries ile yiiklenir.

VALID UNTIL 90 gin
Parola son kullanma tarihi (insan hesaplari).

CREATEROLE
Rol olusturma yetkisi — yalnizca yonetici rollerine.

Kisitla

LOGIN + NOINHERIT
Servis hesaplari Uye rollerin yetkilerini otomatik devralmaz.

Servis hesabi

auth_delay.milliseconds 5600
Basarisiz giriste gecikme — brute-force yavaslatir.

© POSTGRESQL.CONF

password_encryption = 'scram-sha-256"'
shared_preload_libraries = 'passwordcheck,auth_delay'
auth_delay.milliseconds = 500
authentication_timeout = 30s

20 ROL & PAROLA YONETIMI

-- Insan hesabi: siireli parola
CREATE ROLE ali LOGIN PASSWORD '6%7xQ!r2...°'
VALID UNTIL '2027-01-10';

-- Servis hesabi: miras yok, baglanti limiti
CREATE ROLE svc_api LOGIN NOINHERIT
CONNECTION LIMIT 50 PASSWORD '...';

-- CREATEROLE yetkisini geri al
ALTER ROLE app_admin NOCREATEROLE;

-- Suresi dolan / dolacak parolalar
SELECT rolname, rolvaliduntil
FROM pg_roles
WHERE rolcanlogin
AND rolvaliduntil < now() + interval '14 days';

A A Dikkat: passwordcheck yalnizca diiz metin génderilen parolalari denetleyebilir.
psql \password parolayi istemcide hash'ler — bu durumda kontrol atlanir.

© v lyiPratik: PG16+ ile CREATEROLE sahibi yalnizca ADMIN OPTION sahibi oldugu
rolleri yonetebilir — yetki zincirini diizenli denetle.

[ J
© PostgreSQL 15 / 16 / 17 uyumlu a0

GiUncelleme: Ekim 2026 - Production-grade PG
Ag Giivenligi postgresql.conf 5
PARAMETRE VARSAYILAN ONERILEN
listen_addresses localhost 'localhost,10.0.1.5"
Sadece gerekli araytizleri dinle; "'
kullanma.
port 5432 5432 [/ 6zel
Port degisimi glivenlik degildir, ama
tarama glrdltlistint azaltir.
ssl off on
TLS sifrelemesini etkinlestir.
ssl_min_protocol_version TLSv1.2 TLSv1.2+
TLS 1.0/1.1 protokollerini engelle.
ssl_ciphers HIGH:MEDIUM... HIGH:!aNULL
Zayif sifre takimlarini harig tut. :IMD5: ! 3DES
ssl_prefer_server_ciphers on on

Sunucu sifre sirasini kullan.

max_connections 100
DoS ytizeyini sinirla; pooler
(PgBouncer) kullan.

ihtiyaca gore

@ SSL/TLS YAPILANDIRMASI

listen_addresses = 'localhost,10.0.1.5"'

ssl = on

ssl_cert_file = 'server.crt'

ssl_key_file = 'server.key' # chmod 600
ssl_ca_file = 'root.crt’
ssl_min_protocol_version = 'TLSv1.2'

ssl_ciphers = '"HIGH:!aNULL:!MD5:!3DES:!RC4"

O FIREWALL (KATMANLI SAVUNMA)

# Sadece uygulama alt agi > 5432
ufw allow from 10.0.1.0/24 to any port 5432 proto tcp
ufw deny 5432/tcp

# firewalld alternatifi
firewall-cmd --permanent --add-rich-rule='rule family=ipv4
source address=10.0.1.0/24 port port=5432 protocol=tcp accept'

Q AKTiF BAGLANTILARDA SSL KONTROLU

SELECT a.usename, a.client_addr, s.ssl, s.version, s.cipher
FROM pg_stat_ssl s JOIN pg_stat_activity a USING (pid)
WHERE a.backend_type = 'client backend';

@ v iyi Pratik: Firewall + listen_addresses + pg_hba.conf iiclii savunma
katmanidir. Biri hatali yapilandirilsa bile digerleri korur. Veritabanini asla dogrudan
internete acma.




Rol ve Yetki Yénetimi i

HAZIR ROL (PREDEFINED) KULLANIM

pg_read_all_data Tim tablolarda SELECT (PG14+) — raporlama

pg_write_all_data Tum tablolarda INSERT/UPDATE/DELETE (PG14+)

pg_monitor izleme araglari — superuser gerekmez

pg_signal_backend Sorgu iptal / oturum sonlandirma

pg_checkpoint CHECKPOINT galistirma (PG15+)

pg_maintain VACUUM, ANALYZE, REINDEX (PG17+)

2a LEAST PRIVILEGE + PUBLIC SEMASI

-- public semasini kilitle (PG15+ CREATE varsayilan kapali)
REVOKE ALL ON SCHEMA public FROM PUBLIC;
REVOKE ALL ON DATABASE app_db FROM PUBLIC;

-- Grup roli » kullaniciya ata
CREATE ROLE app_ro NOLOGIN;
GRANT CONNECT ON DATABASE app_db TO app_ro;
GRANT USAGE ON SCHEMA app TO app_ro;
GRANT SELECT ON ALL TABLES IN SCHEMA app TO app_ro;
ALTER DEFAULT PRIVILEGES IN SCHEMA app
GRANT SELECT ON TABLES TO app_ro;
GRANT app_ro TO report_user;

W SUPERUSER DENETiIMi & SET ROLE

SELECT rolname, rolsuper, rolcreaterole,
rolcreatedb, rolbypassrls, rolcanlogin

FROM pg_roles

WHERE rolsuper OR rolcreaterole OR rolbypassrls;

-- Gegici yetki yukseltme (NOINHERIT kullanici)
SET ROLE dba_admin; -- islemi yap
RESET ROLE;

B ROW-LEVEL SECURITY (RLS)

ALTER TABLE orders ENABLE ROW LEVEL SECURITY;
ALTER TABLE orders FORCE ROW LEVEL SECURITY;

CREATE POLICY tenant_isolation ON orders

USING (tenant_id = current_setting('app.tenant_id')::int);

A A Dikkat: Tablo sahibi ve BYPASSRLS rolleri RLS'yi atlar. Sahip icin FORCE ROW
LEVEL SECURITY kullan; uygulama asla tablo sahibi roliiyle baglanmamali.

m Denetim ve Loglama E
PARAMETRE DEGER AGIKLAMA

log_connections on Basarili/basarisiz baglantilari logla
log_disconnections on Oturum siiresi ile cikislari logla
log_statement tddl' ‘mod' = DDL + DML yazma islemleri
log_min_duration_statement 1000 1sn Uzeri yavas sorgular (ms)
Tlog_lock_waits on deadlock_timeout asan kilit beklemeleri
log_file_mode 0600 Log dosyalarini sadece sahibi okusun
log_parameter_max_length [¢] Bind parametrelerini (hassas veri) gizle

2 ONERILEN LOG_LINE_PREFIX
log_line_prefix =
‘%t [%pl: [%L-1] user=%u,db=%d,app=%a,client=%h '

# %t zaman - %p PID - %L satir no - %u kullanici
# %d veritabani - %a uygulama - %h istemci IP

fi PGAUDIT — DETAYLI AUDIT TRAIL

# postgresql.conf (restart gerekir)

shared_preload_libraries = 'pgaudit'

pgaudit.log = 'ddl, role, write'
pgaudit.log_catalog = off

pgaudit.log_relation = on

pgaudit.log_parameter = off # hassas veri sizmasin
pgaudit.role = 'auditor'

CREATE EXTENSION pgaudit;

-- Object-level audit: hassas tablo
CREATE ROLE auditor NOLOGIN;
GRANT SELECT, UPDATE ON customers_pii TO auditor;

-- Sadece belirli kullanici ig¢in ek audit
ALTER ROLE contractor SET pgaudit.log = 'read, write';

>_ ORNEK AUDIT LOG SATIRI

AUDIT: SESSION,1,1,DDL,DROP TABLE,TABLE,public.orders,
DROP TABLE orders;,<not logged>

A A Dikkat: log_statement = 'all' ve pgaudit.log = 'all' production'da
disk/I/O patlamasina yol agar ve parolalari loglara yazabilir. Loglari merkezi
SIEM'e gonder.

Sifreleme ]

KATMAN YONTEM
Aktarimdaki veri ssl=on + sslmode=verify-full
Kolon seviyesi pgcrypto (pgp_sym_encrypt)
Duragan veri (TDE) pg_tde (P617 - Percona)
Disk seviyesi LUKS / dm-crypt / cloud KMS
Yedekler pg_dump | gpg - pgBackRest cipher
A PGCRYPTO — KOLON SiFRELEME

CREATE EXTENSION IF NOT EXISTS pgcrypto;

-- Simetrik sifreleme (bytea kolon)
INSERT INTO customers (name, tckn_enc)
VALUES ('Ayse', pgp_sym_encrypt('12345678901', :'key'));

SELECT pgp_sym_decrypt(tckn_enc, :'key') FROM customers;

-- Uygulama parolasi: bcrypt hash
SELECT crypt('s3cret', gen_salt('bf', 12));

& PG_TDE — TRANSPARENT DATA ENCRYPTION

shared_preload_libraries = 'pg_tde'

CREATE EXTENSION pg_tde;

-- key provider + principal key tanimla, sonra:
CREATE TABLE cards (...) USING tde_heap;

& SIFRELi BACKUP

pg_dump -Fc app_db | gpg --encrypt \
--recipient dba@corp.com > app_db.dump.gpg

gpg --decrypt app_db.dump.gpg | pg_restore -d app_db

# pgBackRest: repol-cipher-type=aes-256-chc

# SERTIFIKA & ISTEMCi DOGRULAMA

ALTER SYSTEM SET ssl_cert_file = 'server.crt';
ALTER SYSTEM SET ssl_key_file = 'server.key';
SELECT pg_reload_conf();

# Istemci: MITM'e karsi tam dogrulama
psql "host=db.corp.com dbname=app_db user=app_user
sslmode=verify-full sslrootcert=root.crt"

A A Dikkat: pgcrypto anahtarini SQL'e gémme — log_statenent ile loglara
dusebilir. sstmode=require sertifikayl dogrulamaz; verify-full kullan.
Community PostgreSQL'de yerlesik TDE yoktur.




Extension Giivenligi * 7Y Giivenlik Kontrol Listesi (BIECENEGREED i=

EXTENSION AMA RiSK i 5 i . E -
o (ELIUTELL LRI DRCERE @ TEK SORGUDA GUVENLIK DENETiMi
pgaudit Audit trail GUVENLI _
pg_hba.c.onf trust kaldirildi KRITIK -- dbaguide.com - security quick audit
pgcrypto Kriptografik fonksiyonlar GUVENLi pg_hba_file_rules WHERE auth_method="'trust SELECT name, setting,
CASE
pg_stat_statements Sorgu istatistikleri GUVENLT scram-sha-256 aktif, "_‘ds hash kalmadi KRITIK WHEN name = 'ssl' AND setting = 'on' THEN 'v!
SHOW password_encryption; - WHEN name = 'password_encryption'
postgres_fdw / dblink Uzak baglanti — kimlik bilgisi sizintisi DIKKAT AND setting = 'scram-sha-256' THEN '/*
- SSL/TLS etkin, TLSv1.2+ zorunlu KRITIK WHEN name IN ('log_connections',
adminpack / file_fdw Sunucu dosya sistemine erigim YUKSEK SHOW ssl; - pg_stat_ssl 'log_disconnections')
" o AND setting = 'on' THEN 'v/'
plpython3u / plperlu Untrusted dil — OS komutu calistirir YUKSEK o Superuser sayisi < 2 ) WHENInanel =N aharedipreloadiibraries:
- KRITiK ) I .
‘= SHARED_PRELOAD_LIBRARIES WHITELIST SELECT count(x) FROM pg_roles WHERE rolsuper; ‘ - AND settir'lgtLIKEdd%pgaudlt% THEN 'v
name = 'listen_addresses’
# Sadece onayli kitlUphaneler — restart gerekir public semasi Kisitiandi " GNEMLI /,AND S <? * THEN
. . \dn+ public L J ELSE 'x KONTROL ET
shared_preload_libraries = END AS status
'pg_sta‘f_statements,pgaudit,passw?rdche.zck‘ el v 1K _ i FROM pg_settings
# Mevcut deder: SHOW shared_preload_libraries; B ONEMLI WHERE name IN ('ssl', 'password_encryption',
'log_connections', 'log_disconnections',
& KURULUM & FONKSIYON ERiSiMi Parola politikasi uygulandi (passwordcheck + VALID UNTIL) Snemri) ‘shared_preload_libraries', 'listen_addresses');

SHOW shared_preload_libraries; RLS K 11 kritik tablol
o apali ritl a otLar

SELECT relname FROM pg_class

-- Yetki kontroliU: extension'i dedicated semaya kur

CREATE SCHEMA ext AUTHORIZATION postgres; Backup sifrelemesi aktif S | - ind AND NOT rel it
. relkind = 'r' relrowsecurity
CREATE EXTENSION IF NOT EXISTS crypto SCHEMA ext; - - ¢ J
[P n arg / repol-cipher-type AND relnamespace = 'app'::regnamespace;
-- Fonksiyonlar varsayilan olarak PUBLIC'e agiktir! RLS kritik tablolarda etkin ‘ ‘6NERiLENJ
REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA ext FROM PUBLIC; pg_class WHERE relrowsecurity -

@ - lyiPratik: Bu kontrolleri CI/CD veya cron ile haftalik galistir, sonuglari

GRANT  EXECUTE ON FUNCTION ext.pgp_sym_decrypt(bytea, text) izleme sistemine gonder. Her major upgrade sonrasi listeyi bastan uygula.

TO app_secure;
ALTER DEFAULT PRIVILEGES
REVOKE EXECUTE ON FUNCTIONS FROM PUBLIC;

log_connections acgik ml
SHOW log_connections; \

KRITIK | hemen diizelt 6NEMLinusprim ONERILEN | planla

-- Kurulu extension envanteri

SELECT e.extname, e.extversion, n.nspname AS schema,
r.rolname AS owner

FROM pg_extension e

JOIN pg_namespace n ON n.oid = e.extnamespace

JOIN pg_roles r ON r.oid = e.extowner;

@ SECURITY DEFINER FONKSIYONLAR

CREATE FUNCTION app.rotate_key() RETURNS void
LANGUAGE plpgsql SECURITY DEFINER
SET search_path = pg_catalog, pg_temp -- zorunlu!
AS $$ ... $$;

© Trusted extensions (PG13+): trusted = true olan extension'lar, veritabaninda
CREATE yetkisi olan superuser olmayan kullanicilarca kurulabilir. Daha siki kontrol
icin pgextwlist ile whitelist uygula.

A A Dikkat: Untrusted diller (xu) ve COPY ... PROGRAM superuser'a OS seviyesinde
komut calistirma imkani verir — bu yiizden superuser = OS kullanicisi postgres
demektir.
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